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Non-functional specification
Information system

1. Application architecture

1.1 Industry standard

The system must be built on an industry standard, robust architecture that is
reliable and scalable in the following areas:

a) Hardware infrastructure

b) Operating system

c) Network topology

d) Application software

e) Database

f) Security

g) Systems deployment and management

h) External security, firewalls, virus protection, etc.

1.2 Independent environments

There must be separate and independent environments for production, user
acceptance testing and development.

1.3 Current components

The architecture should not contain any components that are no longer
supported.

1.4 Scalability

The architecture should be easily scalable to accommodate a 10 per cent
growth in users and transactions per annum, without significantly affecting
performance and reliability.

1.5 Upgrades

There must be agreed procedures in place for the implementation of upgrades
to hardware and software. All upgrades must be carefully planned, scheduled,
notified to all relevant parties well in advance and implemented efficiently at
times that cause minimum disruption to users. The timetable for the
implementation of all upgrades should be approved by the Electricity
Commission (Commission).

The vendor must implement all available, proven operating system, database
and system software upgrades in a timely manner.
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1.6

1.7

1.8

2.1

2.2

Data integrity maintenance

The vendor will be responsible for the maintenance of the data environment
and must ensure that functionality is available within the application to reverse
the effects of any material errors made by users in loading of the data via file
transfer. The vendor must provide assistance to users in executing any such
recovery.

The vendor must undertake the recovery (where possible) of any database
integrity and corruption issues and correct any errors that occur as a result of
the system incorrectly processing any information.

Concurrent users

The system must be designed to cope with at least 200 concurrent online
users and the transaction volumes detailed in the appendix. A breakdown of
the costs associated with concurrent usage numbers above 200 should be
provided.

Software licensing arrangements

The vendor should provide details and prices for a range of software licensing
options that include, as a minimum:

a) escrow arrangements;

b) annual software license;

c) perpetual software license; and
d) purchase-of-source code.

Interoperability

Interfaces
Three types of interface should be provided.

a) A Web browser user-interface for updating and viewing information online.

b) As a minimum, a facility to transfer flat-files (CSV) via FTP, to handle
multiple and/or batch updates and for downloading reports.

c) System-to-system interfaces, which may be via direct database links or via
flat files.

Other transfer mechanisms

The provision of interfaces using other mechanisms or formats that may have
advantages over the above three interfaces should be considered and
recommended if and where appropriate.

System availability
The system must be available 24x7, with the exception of planned outages.
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4.1

4.2

4.3

5.1

Service levels

Target levels

Measure Target
Availability 99.72%
6-month availability 99.72%
File upload availability 99.72%
Average time to publish PDS 7.0 minutes
Average time to publish dispatch prices 1.0 minutes
Average time to publish provisional/final prices 1.5 minutes

The target level of 99.72 per cent relates to the equivalent of no more than two
hours of outages per calendar month. Core functionality denotes all the
systems and facilities necessary to fulfill the information system requirements
of the Rules as part of the information system service provider agreement.

Maintenance

The vendor must undertake all preventative, corrective maintenance and the
implementation of enhancements outside business hours where possible.

For urgent corrective maintenance (to fix software faults that are threatening
the service levels set out in this document), the vendor may, having notified the
Commission, undertake maintenance at any time. Any such unavailability will
count against service level targets.

Monthly service-level reporting

The vendor must provide the Commission a monthly report detailing whether
service levels were met during the month and if not, reasons for any failure.

Recoverability and business continuity

Backup

Backup copies of data must be taken at least daily and stored in a secure
location. The retention and recycle policy of backup media and the storage
location must be agreed with the Commission. Likewise, copies of the latest
version of the software should also be kept off-site. At least weekly, a backup
copy of the data and software must be delivered and stored at an offsite
location at least 100kms from the premises used to provide the regular service.
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5.2 Up-to-date plan

The vendor must develop and keep up to date a disaster recovery plan as
agreed with the Commission.

5.3 Recovery time

The disaster recovery plan must be designed to recover in the event that the
vendor's site (that contains the system) is destroyed by fire, earthquake or
otherwise. Recovery is required of the system within 36 hours following a major
disaster.

5.4 Disaster recovery

The vendor must test the disaster recovery procedure prior to the
commencement of operation and every six months thereafter. The test must
include:

a) restoration of the system to the remote location;
b) restoration and roll-forward to a known time; and
c) verification of system availability to an external user.

6.  Security and confidentiality

6.1 User accounts
The system shall have a framework for the management of user accounts.

6.2 User privileges

User privileges shall be able to control access at both function and specific
data level.

6.3 Security policy

The system shall have a security policy in place and have mechanisms that
enforce the password standard, account lockout for unsuccessful logon
attempts, session timeouts. Session timeouts should be configurable per user.

6.4 Logs

The system should maintain logs of user interactions with the system and
action all alerts of repeated unsuccessful logons to prevent hacking.

6.5 Confidentiality

The system must maintain the confidentiality of each participant’s information
by allowing requests only by parties that have been granted authority by
participants to access the system on their behalf by the exchange of digital
certificates and/or password authentication.
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7.1

7.2

7.3

8.1

8.2

Capacity

Capacity planning strategy

There should be a well-defined and documented capacity-planning strategy in
place.

Management utilities

There should be system management utilities implemented that will measure
the capacity of the system, to show trends and therefore assist with predicting
future capacity requirements.

Excess volumes

The vendor must promptly advise the Commission if increases in transactional
volume beyond the levels agreed in the service provider contract threaten the
achievement of service levels. The Commission and the vendor must promptly
review the capacity of the system and increase its capacity, if necessary, to
maintain the service levels.

If the service levels cannot be met with current levels of capacity, and
transaction and/or database volumes are less than those agreed with the
vendor, the vendor will be responsible for taking such remedial action as is
necessary to meet service levels.

Where transaction and/or database volumes exceed those agreed with the
vendor, or rule changes have increased complexity to the extent that service
levels cannot be met, then the vendor and the Commission will initiate the
agreed change control procedures.

Data integrity, ownership and archive policy

Data ownership

All data collected, calculated and published as required in the functional
specification is the property of the Commission. The vendor must store the
data securely and be able to provide it to the Commission on request within a
reasonable timeframe.

History

The system should retain history for immediate access for seven years, after
which the information should be archived (onto DVD or other such medium)
and available for retrieval on request.
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9.  Audit trail/traceability

The system must have an audit trail of all data input, confirmations delivered,
notifications delivered and the delivery of information to other parties. Audit
information should include time, party, method and any other pertinent
information to allow for full tracking from source to destination.

10. Help desk

10.1 User assistance

The vendor is required to provide a contact that is available during business
hours to assist with user queries. The vendor must pro-actively assist users to
resolve their issues.

10.2 Fault management

The vendor must provide a fault management service 24x7 to rectify
operational incidents and system faults. Operational incidents are those where
the user reports that the system is unobtainable. A system fault means a
defect, error or malfunction in the system that renders all or any part of it
inoperable or unusable. The vendor must commence work to rectify
operational incidents and system faults within two hours of their detection or
reporting.

The vendor must pro-actively manage all aspects of the service.

If an incident affects more than one user, the vendor should notify all
participants.

10.3 Incident register

The vendor must maintain a register of all help-desk requests, system faults
and other operational incidents reported by each user during the previous
twelve-month period. The register should contain the user, time and details of
the incident as well as the time and details of their resolution. The vendor will
notify users when incidents are resolved or the time when they are expected to
be resolved. The vendor should develop an incident management process for
users to view all incidents and to report any faults. A summary of all incidents
and their resolution times should be included in the monthly report on service
levels.

11. Change management

The vendor must follow the change management procedure as set out in
Appendix | of this document. The change management procedure must be
integrated into the vendor's internal change management processes with
respect to the efficient management and reporting of progress.
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12.

12.1

12.2

13.

13.1

13.2

13.3

Development methodology

Industry standard

The vendor should employ industry standard software engineering practices
including robust quality assurance processes. Any methodology should cover
the whole system development life-cycle (SDLC) in the development and
maintenance of software.

Flexibility

The software should be designed for flexibility to accommodate changes to
functions as a result of user requests and rule changes. The vendor must be
able to develop custom reports, both one-off and for regular delivery, on
request from the Commission and from participants. All custom developments
will follow the agreed change control procedure.

Implementation and transition

Implementation plan
The vendor must provide an implementation plan that includes:

o key SDLC steps, deliverables and milestones,

e the identification of the project critical-path, any external dependencies and
areas of uncertainty,

e regular reporting to the industry project team that will be set up to help the
vendor,

e arobust testing strategy that includes sufficient program testing, system
testing, acceptance testing by the industry and a market trial, and

¢ commencement dates and duration when resources will be required,
especially from the industry.

Migration plan

The vendor must develop a migration implementation plan, agreed between
the vendor and the Commission.

Historical information

The vendor will be required to load all the historical information contained in
the current system into any new system. At the end of the term of the contract,
the vendor must deliver all the data in the system to the Commission, on
request, within an agreed time-scale in an agreed format.
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14.

14.1

14.2

14.3

14.4

14.5

14.6

15.

User liaison

Close contact

The vendor is required to maintain close contact with users, be pro-active, and
provide additional services and support to ensure that the system remains
responsive, up-to-date and consistent with the needs of the industry.

Each participant company appoints a nominated manager to be responsible for
all of that participant’'s communications with the vendor. The Commission also
has a representative for liaison purposes.

Data automation

Most participant companies have developed their own automated systems that
interface to the current system whereby files for them are automatically
retrieved and processed and this automation must continue to function
correctly with minimum interruption. This does not mean, however, that the
development of new technology for use in this area cannot be considered and
introduced over time.

Notification channels

The vendor must develop formal notification channels to notify users, the
representative of the Commission of outages and likely timeframes for
restoration of service.

Escalation process

The vendor must provide an escalation process for users in the event of either
a major failure of the system extending beyond service level thresholds or in
the event of continued user service issues.

Daily liaison
During periods when the system is not available, the vendor must also liaise

with the representative of the Commission and users not less than daily,
including advising of expected times for the resumption of service.

User satisfaction survey

The vendor is required to develop, distribute and consolidate a survey of all
participants that analyses the satisfaction levels of their service provision. The
survey is to be conducted annually and the results reported to the Commission.

Training
The vendor must be able to provide training in the use of the software to new
users.
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16. Documentation
The vendor must maintain and provide as a minimum:

a) an up-to-date functional specification against which the software can be
audited as per the requirement in the Electricity Governance Regulations
(Regulations) clauses 51 to 53. The functional specification and any
subsequent changes is the property of the Commission;

b) a user manual and online help facilities to enable new users to configure
their systems correctly and access the system. The documentation should
provide sufficient detail for new users to locate and use all the relevant
functions;

c) disaster recovery procedures manual that describes the procedure,
possible impacts on users and their operation and instructions on what
users will need to do for business continuity; and

d) sufficient technical documentation for business continuity in case of the
loss of key personnel.

17. System audits

17.1 Spot audits

The Commission may carry out audits of the records and procedures of the
software within normal working hours on reasonable notice. The vendor of the
software must give the auditor access to all relevant facilities, personnel,
records and manuals, and provide to the auditor any additional information that
the auditor reasonably considers is necessary to enable an assessment of
whether or not the software continues to meet the criteria for approval.

17.2 Audit recommendations

The vendor of the software must implement, under the change control
procedure, any changes necessary to give effect to any reasonable
recommendations made by an auditor, with the objective of constantly
improving services.

17.3 Annual and change audits

The vendor must comply with the audit requirements as set out in the
Regulations clauses 51, 52 and 53 with respect to conducting audits of the
software, annually, on first-time use and for software changes. The
Regulations can be found at
www.electricitycommission.govt.nz/rulesandregs/rules.

18. Additional functionality

The functional specification, provided with this tender, details the system
requirements of the Rules with respect to participants. The Commission also
requires that the vendor provide information for the following.
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http://www.electricitycommission.govt.nz/rulesandregs/rules

18.1

18.2

Public website

The Commission requires that the vendor provide an online web-based
publication service to the general public. The functional specification details the
requirements for the publication of real-time prices and historical bids and
offers on a public website. However, in addition, the Commission requires that
all non-confidential information is also made available via the public website.
This information includes: all prices; grid status information; HVYDC and
reserves information published with each pre-dispatch and dispatch schedule;
and consolidated quantity information, eg historical bids and offers etc.

Details on how this public service can be implemented together with a range of
limitations and costs should be provided separately from the base functionality
detailed in the functional specification.

Additional features and functions

Vendors should detail any additional features and facilities that their solution
can or will provide to participants. All additional facilities must be priced
separately from the base functionality detailed in the functional specification.

It must be noted that the vendor will be required to follow the agreed change
control procedure detailed in Appendix | when introducing any new
functionality that may or may not be part of the base functionality detailed in
the functional specification. The Commission requires to be informed about,
and to approve, any changes that may impact the agreed service levels for the
base system.
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Appendix [—change-control process

Participant notifies Electricity Commission (Commission) in writing of software change proposal, or
Commission is made aware of software proposal required and initiates proposal.

Discussions between the Commission and the service provider to clarify the proposal. Service provider to
give indication of whether change is large, medium or small: small <$5000; medium $5,000 - $15,000;
and larae > $15.000 lexcludina testina costs].

Commission conducts feasibility study (including cost/benefit, compliance with Regulations and
consultation with participants).

Negative cost/benefit, non-

Positive cost/benefit for Positive cost/benefit for compliance with

all levy-paying some levy-paying regulations, change not
participants participants feasible
V N
Service provider prepares/updates functional specifications == Emergency
change Proposal rejected or
| appnoved by parked
the
Non-emergency change Commission

\

Service Provider consults with affected parties if necessary
(sends out Functional Specifications and user interfaces via

Functional specifications
finalised

\4

Service Provider provides detailed costing

Negative cost/benefit, non-

Revisit feasibility study —— compliance with —
regulations, change not
I feasible
. . Changes to
Positive cost/benefit for all or functional
some levy-paying participants specifications
\2 required
Service Provider notifies participants of functional
specifications (if necessary). Proposal and
Participants have 10 davs to respond (obiect). —— Submissions —>| submissions forwarded
received to RMAG

No submissions |received
No changes to functional
specifications required

Commission writes to service provider confirming that proposal

may be implemented

Service provider completes detailed design document and
implementation timetable. Service provider notifies
participants (only cosmetic changes allowed at this staae).

v

Software change added to service provider’s contract

Development > User acceptance testing B Audit

455640-1



Appendix [I-volumes
(Provided courtesy of M-co)

Typical volumes for information received and published per participant
company

File type Average number of  Average CSV
files received per day file size
(Kb)
Order confirmations - bid 10.0 1000.0
Order confirmations - offer 45.0 10.0
Order confirmations - GCMP 20.0 15.0
Order confirmations - PCMP 2.0 40.0
5-minute prices 290.0 15.0
5-minute prices summary 290.0 0.1
5-minute average prices 50.0 10.0
Dispatch prices 50.0 10.0
Dispatch prices ALL 50.0 120.0
Dispatch schedule arc flows 5.0
Dispatch schedule 50.0 40.0
Dispatch HVDC component 5.0
flows
Dispatch HVDC risk offsets 5.0
Adjusted reserve offer stacks 15.0 130.0
Aggregate quantities load 15.0 15.0
generation
Aggregate quantities supply and 15.0 15.0
demand
Dispatch infeasibilities 1.0
Forecast infeasibilities 5.0
Forecast prices 15.0 350.0
Forecast reserve prices 15.0 10.0
Frequency keeping schedules 15.0
Instantaneous reserve 15.0
Pre-dispatch schedule 15.0 1,500.0
Pre-dispatch schedule forecast 15.0 1,500.0
prices
Reserve offer stacks 15.0 155.0
Supply and demand curve 15.0 4,700.0
Forecast HVDC component 15.0
flows
Forecast HVDC risk offsets 15.0
Final prices 1.0 600.0
Final reserve prices 1.0 5.0
Historics bids 4,600.0
Historics offers 375.0

Order downloads - bid 1.0 2,000.0
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Order downloads - offer 1.0
Order downloads - GCMP 1.0
Order downloads - PCMP 1.0
Provisional prices

Provisional reserve prices
Constrained on/off

Typical monthly statistics
Total number of visits—1800
Number of hits—7,100,000
Total bandwith—36.0 GB
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Typical volumes for information received from the system operator

File type Rows/size received per run

Pre-dispatch schedule 82,000

Dispatch schedule 2,500
Forecast prices 16,500
Dispatch prices 2,000
5 minute prices 250

5 minute prices summary 1

5 minute average prices 250
final prices 12,000
provisional prices 12,000

Typical volumes for information uploaded to the system operator

File type Average uploaded per Maximum uploaded per
day day

Bids 38,000 84,000

Offers 19,000 35,000

Reserve bids 2,500 10,000

Reserve offers 6,000 9,000
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Additional information

There are around 40 major electricity generation stations connected to the grid.

Current participant codes:

ADHB Auckland District Health MRPL Mighty River Power Limited

Board

AIAL Auckland International  NDHB Northland District Health Board
Airport Ltd

ALDI  Aluminium Diecasting Ltd NELS Nelson Electricity

ALNT Alinta ENZ Limited NPOW  Northpower Ltd

ALPE Alpine Energy NZAS New Zealand Aluminium Smelters Ltd

BIRC Birchfield Minerals Ltd NZEM New Zealand Electricity Market
BLUE Blue Mountain Lumber  NZRN New Zealand Rall
BOPE Bay of Plenty Electricity NZST BHP New Zealand Steel
BUEL Buller Electricity Ltd OBER Obertech Group Ltd
CDHB Christchurch District ONRG  On energy
Health Board
CHBP Central Hawkes Bay ORON  Orion New Zealand Limited

Power Ltd
CHCL CWF Hamilton & Co OTPO Otago Power Ltd
Limited
CHHE Carter Holt Harvey Ltd  PNCC Palmerston North City Council
CIAL Christchurch PANP Pan Pacific Forest Industries Ltd
International Airport
COUP Counties Power Ltd POCO Powerco Ltd
CTCT Contact Energy RAYN Rayonier Ltd
CYPH ems Limited RMBE RMB Energy Group NZ Ltd
Drysdale Hydro SCAN Scanpower Ltd
Company Limited
DUNE Aurora Energy Ltd SHPK Southpark Corporation Ltd

EASH Electricity Ashburton Ltd SKOG Norske Skog Tasman Ltd
EAST Eastland Network Ltd SMAL Smales Farm

ELEC ElectraLines SWFT Swift Energy
ELIN Electricity Invercargill Ltd TASM Network Tasman Ltd
EMCO M-co TODD Todd Energy Limited
FRST First Electric Limited TOPE Top Energy Ltd
GENE Genesis Power TPCO The Power Company Ltd
HAWK Unison Network Ltd TPNZ Transpower New Zealand Limited
HEDL Horizon Energy TRUS TrustPower Ltd
Distribution Limited
KAPE Kapuni Energy Ltd TSCN Thomas Cameron

KING King Country Energy Ltd TUAR Tuaropaki Power Company Ltd
KIPT Kiwi Income Property UNET United Networks Ltd
Trust
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KIWI  Kiwi Power (Cogen
Plant)

LINE The Lines Company

LLNW Lakeland Network

MACQ Macquarrie Goodman

MALL Mall

MARL Marlborough Lines Ltd

MEEN Mercury Energy

MERI Meridian Energy Ltd

MOP Mountain Power Ltd

@)

MPO MainPower NZ Ltd

w
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VECT

WAIK

WAIP

WATA
WBSL
WFNZ
WHSP
WNSL
WNST

WPOW

Vector Limited

W E L Energy Group
Waipa Power Ltd

Waitaki Power Ltd

WD Boyes & Sons Ltd
Westfield's New Zealand
Whisper Tech Ltd

Lloyd Wensley

Winstone Pulp International

Westpower Ltd
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